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OINIPEJAEJIEHUSA

B HacrtosmeM JIOKyMEHTE HCHOJIB3YIOTCS CIEAYIOLIUE TEPMUHBI U UX
OIIPEACIICHUS.

ABTOMATH3MPOBAHHAA CHCTEMAa— CHUCTEMa, COCTOSINAS M3 IMEPCOHANa U
KOMIUJIEKCA  CPEACTB  aBTOMATU3alMU €ro  JACATEIIbHOCTH, pPeaJu3yroLas
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJIHEHUS YCTAHOBJICHHBIX (QYHKIIUH.

AyTeHTH(UKALMA OTIPABUTENS] JAHHBIX— MOATBEPXKICHUE TOrO, YTO
OTHPABUTEND ITOITYYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHOCTh NEPCOHANBHBIX [JaHHBIX— COCTOSHHE 3allMIIEHHOCTU
NEPCOHANBHBIX JaHHBIX, XapaKTePU3yeMOe CIOCOOHOCTHIO TOJB30BATEINEH,
TEXHUYECKUX  CPEeICTB M  MH(MOPMALMOHHBIX  TEXHOJOTHH  00ecrneduThb
KOH(QUICHIIMATBHOCTD, LEJIOCTHOCTh M JOCTYITHOCTh MEPCOHANBHBIX JaHHBIX MpPU
ux 00padoTke B UHPOPMAIITMOHHBIX CUCTEMAX MEPCOHATBHBIX TaHHbIX.

buomerpuyeckue mnepcoHabHble [aHHbIe—  CBEICHUsA, KOTOpbIC
XapaKTEepU3yIOT (PU3NOJIOTUYECKUE OCOOCHHOCTH YE€JIOBEKa U Ha OCHOBE KOTOPBIX
MO>XHO YCTAHOBUTH €T0 JUYHOCTb, BKJtOuUas ¢GoTorpaduu, OTHEYATKH MaJbIEB,
o0pa3 ceTyaTKu TIJ1a3a, OCOOEHHOCTH CTPOEHHUS Tela U JIPYrylo MOJOOHYIO
uHdOpMaIHIO.

biaoxkupoBaHue mNEePCOHANBHBIX [JAHHBIX— BPEMEHHOE IIPEKPAILLICHUE
coopa, cuCTeMaTHU3alli¥, HAaKOIUIEHUs, MCIOJb30BaHUs, PacIpOoCTpaHEHUS,
IIEPCOHAIBHBIX TaHHBIX, B TOM YUCJIE UX MEPENAYH.

Bupyc (koMIboOTEpHbIA, POrPAMMHBbIN)— UCIIOIHAEMBIA IPOTPAMMHBIN
KOJl WIM HHTEPHPETUPYEMbId HAOOp HWHCTPYKIMM, 00Jamaronuii CBOWCTBaAMU
HECAHKIMOHUPOBAHHOTO PACHpPOCTPAHEHUS U caMoBocIpou3BeneHus. Co3aaHHbIE
nyOnuKaThl KOMITBIOTEPHOTO BHpyca HE BCErJa COBMANAIOT C OPUTHMHAIOM, HO
COXPAaHSIOT COCOOHOCTb K JaJIbHEUIIEMY pacupoCTpaHEHUIO 151
CaMOBOCIIPOU3BEICHUIO.

Bpenonocnas  mporpamMMa—  mporpamma, — [peJHA3HAuYe€HHas 1A
OCYILECTBJIICHUS HECAHKIIMOHMPOBAHHOTO JOCTyna W (WJIM) BO3ICHCTBUS Ha
MIEPCOHANIbHBIE TAHHBIC WM Pecypchl HHOOPMAITMOHHOW CUCTEMBI TIEPCOHATBHBIX
JTaHHBIX.

BcenomorareabHble TeXHHMYECKHE CPEACTBA M CHCTEMbI— TEXHUYECKHE
CpEIICTBA U CUCTEMBI, HE MPe/IHa3HAUYCHHbIE JJI Nepeaadyn, 00pabOTKU U XpaHEHHUS
MIEPCOHAJBHBIX JIaHHBIX, YCTAHABIMBAEMBIE COBMECTHO C TEXHHYECKUMU
CpEeICTBAMH M CHUCTEMaMHM, MpeAHa3HAYEHHBIMHU [Jisi 00pabOTKH MEepCOHATbHBIX
JJAHHBIX WJIM B TIOMEIICHUSIX, B KOTOPHIX YCTAaHOBJIEHbI HH(OPMAIMOHHbBIC
CUCTEMBI NTEPCOHAIBHBIX TAHHBIX.

Joctyn B oOmepamuoHHYKW cpeay KomMnblTepa (MHGOPMAIMOHHOM
CUCTEMbl MNEPCOHAJBHBIX JAAHHBIX)— IOJYYCHHE BO3MOXXHOCTH 3allyCKa Ha
BBITIOJIHEHHUE INTATHBIX KOMaH, (YHKIHUHA, MPOIEAYpP ONEPAIMOHHON CHUCTEMBbI
(YHUYTOXXEHHUSI, KOMHMPOBAHUS, TEPEMEIICHUS W T.M.), UCHOJHAEMBIX (haiioB
MPUKJIAJHBIX TPOTPAMM.

Hoctyn k uHdopManUuuM— BO3MOXXHOCTh TMOJIYYCHHS HH(OpMAIUU U ee
VCIIOJIb30BaHUS.
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3akaan04HOe YCTPOMCTBO— »JJIEMEHT CpeAcTBa cheMa HH(popmanuu,
CKPBITHO BHEAPSIEMbINA (3aKJIabIBAEMbII MM BHOCUMBIM) B MeCTa BO3MOXHOTO
cbema MHpopMal (B TOM YUCIIE B OrpaxJAeHUE, KOHCTPYKIIHIO, 000py0BaHUE,
peIMEThl UHTEPhEpa, TPAHCIIOPTHBIE CPEJICTBA, a TAKKE B TEXHUUYECKUE CPEICTBA
U CHCTEeMbI 00pabOTKH MHMOPMALIHH).

3amumaemass uHdopManusi— uHQOpMAlUA, SBISIOUIASCA MPEIMETOM
COOCTBEHHOCTH M TOJJIeXallas 3alluTe B COOTBETCTBHUM C TPeOOBAHUSIMU
MIPABOBBIX JIOKYMEHTOB WU TPEeOOBAHHUSIMH, YCTAaHABINBAEMBIMU COOCTBEHHUKOM
uHbOpMaIUu.

Nnentudgukanuss — TMpHUCBOCHHE CYOBbeKTaM M OOBEKTaM JOCTyIa
uaeHtudukatopa M (WIM) CpaBHEHHE TMPEABABIAEMOT0 UACHTU(PUKATOpA C
NepPEeYHEM MPUCBOCHHBIX UICHTU(PUKATOPOB.

NHpopMaTUBHBIA CHTHAJ— DJIEKTPUYECKUE CHUTHAIBI, aKyCTUYECKHE,
AJIIEKTPOMArHUTHBIE U pyrue GU3NUECcKue MoJs, Mo napaMmerpaM KOTOPhIX MOXKET
ObITh packpbiTa KOHPUACHIMANbHAS HWH(OpMaIus (MepCOHANbHBIC JTAHHBIC)
oOpabartbiBaemasi B ”HGOPMAIIMOHHON CUCTEME MIEPCOHATBHBIX JaHHBIX.

Nudopmanuonnasi cucrema mnepcoHadabHbIX AaHHbIX (UCIIAH)-
UHPOpMAILlMOHHAs ~ CHUCTEMa,  MPEACTaBIAOIMAs  CcOOOH  COBOKYIHOCTh
NEPCOHANBHBIX  JaHHBIX, COJAEp)Kamuxcsi B 0a3e JaHHBIX, a TaKXke
UHOOPMAITMOHHBIX TEXHOJIOTMM M  TEXHUYECKUX CPEACTB, IO3BOJISIONIMX
OCYIIECTBIATh 00pabOTKY TaKUX MEPCOHANBHBIX JaHHBIX C HCIOIH30BAaHHUEM
CPEICTB aBTOMATH3allUU I O€3 UCTIONB30BAHUS TAKUX CPEJICTB.

NudopmanuonHbie TEXHOJOTHM— TPOILECCH, METONbI TOHWCKa, cOopa,
XpaHeHUs, O0O0paOOTKH, NPENOCTABIEHUS, PACIPOCTPAHCHHUS HMHPOPMALHUU U
CIOCOOBI OCYIIIECTBIIEHUS TAKUX MTPOLIECCOB U METOOB.

Hcnonb30BaHue TMNEPCOHAJBHBIX JAaHHBIX— JeHCTBUS (omeparuu) ¢
MEPCOHANILHBIMU JIaHHBIMHU, COBEpIIAaeMbIe B IEISAX NPHUHATUS PEIICHUN WA
COBEpIICHUS] HHBIX JACHCTBHI, MOPOXKIAIOUINX IOPUAMYECKUE IOCHEACTBUS B
OTHONIIEHUU CyOBEKTa TEPCOHANBHBIX JAHHBIX WM JPYTUX JIHIl JIUOO WHBIM
o0pa3oM 3aTparuBaroIIuX MpaBa U CBOOOIbI CYOBEKTa MEPCOHAIBHBIX JAHHBIX UM
JIPYTUX JUIL.

HcTounuk yrpo3sl Oe3onacHocTu HHpopManmuu— CyOBEKT JOCTYIIA,
MaTepUANbHBIA OOBEKT WIM (PU3NYECKOE SBJIICHHUE, SBIISIFOIIMECS TPUUYUHON
BO3HMKHOBEHUS yrpo3bl 0€30MacHOCTH UH(POPMALIIH.

KonTposimpyemasi 30Ha— TpPOCTPAaHCTBO (TEPpUTOpHUA, 3/JaHUE, YacTb
3[aHUs, TIOMEIICHNE), B KOTOPOM HCKIIOUYEHO HEKOHTPOJHMpYyeMoe NpeObIBaHMe
MTOCTOPOHHMX JIMII, & TAK)KE TPAHCIIOPTHBIX, TEXHUICCKUX M MHBIX MaTepPUATBHBIX
CPEICTB.

KonduaeHunaabHOCTh MNEPCOHAIBHBIX [TaHHBIX— 00s3aTeNpHOE IS
COOJIIO/ICHHUS TIOJIb30BATEIEM WJIM WHBIM TOJYYUBIIAM JOCTYI K TEPCOHAIBHBIM
JaHHBIM JIMIIOM TpeOoBaHHE HE JOIMYCKaTh MX paclpocTpaHeHue Oe3 coriacus
CyOBEeKTa MEePCOHAIBHBIX TAHHBIX WM HAJTMYHSI HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:kcereBoit IKpPaAH— JOKAJIBHOE (OJTHOKOMIIOHEHTHOE) 1581051
GyHKIIMOHATBHO-pACIIPEICTIEHHOE  MPOTpaMMHOE  (TMPOTPaMMHO-AIapaTHOE)
CpeACTBO (KOMIUIEKC), peau3yloliee KOHTPOJIb 32 HH(pOpMaLneH, MOCTyaoen B
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WHOOPMAITMOHHYIO CUCTEMY TEPCOHANBHBIX JaHHBIX W (WIHM) BBIXOMISIICH W3
MH(OPMAIMOHHOW CUCTEMBI.

Hapymurensb 06e301aCHOCTH NEPCOHANTBbHBIX JaHHBIX— (PHU3UUECKOE JIUIIO,
CIIy4yallHO WJIH MPEAHAMEPEHHO COBEPIIAIONIEE EUCTBUSA, CIEIACTBUEM KOTOPBIX
SBIJIIETCSl HapylIeHUe 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPH UX 00padoTKe
TEXHUYECKUMHU CpPEJCTBAaMU B HWH(MOPMAIIMOHHBIX CHUCTEMaxX MEPCOHAIBHBIX
JTAHHBIX.

HeaBromaTu3upoBanHassi  o0pa0oTKa  MEPCOHAJBHBLIX  JAHHBIX—
00paboTKa MepCOHANBHBIX TaHHBIX, COACPKAIINXCS B MHPOPMAIIMOHHON CHCTEME
MEPCOHANILHBIX JAHHBIX JUOO W3BJIICUEHHBIX M3 TAKOW CHCTEMBI, CYUTACTCS
OCYIIIECTBICHHOU 0e3 UCIIOJIb30BaHUs CpEACTB aBTOMAaTH3alUU
(HEaBTOMATU3UPOBAHHOMW ), €CIIM TaKUe JECUCTBUS C MEPCOHATIBHBIMU TAHHBIMU, KaK
WCIIOJB30BaHUE, YTOYHEHHUE, PACHPOCTPAHECHHE, YHUUYTOXXEHUE MEPCOHATBHBIX
JAHHBIX B OTHOILIEHWU KaXKIOTO M3 CYOBEKTOB IMEPCOHAIBHBIX JAHHBIX,
OCYILIECTBIISIFOTCS IPU HEMOCPEICTBEHHOM YYaCTHU YEJIOBEKA.

HenexkiapupoBanHble BO3MOKHOCTH— (DYHKIIMOHAIbHBIE BO3MOXKHOCTH
CPEACTB BBIYUCIUTEIBHON TEXHUKH, HE OIKMCAHHBIE WJIM HE COOTBETCTBYIOIIHE
OMMCAaHHBIM B JIOKYMEHTAallUM, NP HCHOJb30BAHUH KOTOPBIX BO3MOYKHO
HapylIeHUE KOH(UICHIIUATLHOCTH, JOCTYITHOCTH W LEITOCTHOCTH
oOpabartbiBaeMoi HH(MOpMAIUH.

HecaHKUMOHUPOBAHHBIN J0CTYNl (HECAHKIUOHUPOBAHHBIC EHCTBUSA)—
I0oCcTyn K uHGOpPMAlMU WIA NEUCTBUS ¢ MH(OpMalKell, Hapyllaoue MpaBuiia
pasrpaHUuCHUs JOCTYIIA C UCTIOIb30BAHUEM IITATHBIX CPEICTB, MPEIOCTABIISIEMBIX
MH()OPMAITMOHHBIMU CUCTEMAMU NIEPCOHATBHBIX JTAHHBIX.

Hocureas ungopmanuu— Guzndeckoe JUI0 UM MaTEepUATbHBIA OOBEKT, B
TOM yucie (pU3nYecKoe nojie, B KOTOpoM HHQPOpMAIIUs HAXOAUT CBOE OTPAKECHUE B
BUJIC CHMBOJIOB, OOpa30B, CUTHAJIOB, TEXHUYECKUX pEIICHUH U TPOIECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (HU3HMUECKUX BEIIUYUH.

O0e3IMYnBaHue MEPCOHANBbHBIX JAHHBIX— [ICHCTBUS, B pE3yJbTaTe
KOTOPBIX HEBO3MOXHO OIPEIEIUTh MNPUHAMICKHOCTh MMEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY MEePCOHATBHBIX JaHHBIX.

OO0pabdoTka mNepPCOHANBHBIX JaHHBIX— JCHcTBuUs  (omepanuu) C
MEPCOHALHBIMU JTaHHBIMHU, BKIIIOYas CcOOp, CHCTeMaTH3alldi0, HaKOIUICHUE,
XpaHEHHUE, YTOYHEHHE (oOHOBJIEHUE, HM3MEHEHHE), HCIOJIb30BaHKE,
pacripocTpaHeHue (B TOM 4YHCJIE Tepeaady), oOe3audyuBaHue, OJOKUPOBAHMUE,
YHUYTOXXEHUE TIEPCOHATBHBIX JJAHHBIX.

OO0menocTynHbie IMNeEPCOHAJIbHbIE [aHHbIe— TIEPCOHAJBHBIC JIAHHBIE,
JIOCTYNl HEOTPAHUYEHHOTO Kpyra JIMIl K KOTOPHIM TMPEIOCTaBJIICH C CcOrjacus
CyObeKTa TMEpPCOHAJIBHBIX JAaHHBIX WJIM Ha KOTOPblE B COOTBETCTBUHM C
dbenepalbHBIMU  3aKOHAMU HE PaCHpOCTpaHseTCs TpeOOBaHUE COOJIOICHHUS
KOH(HICHIIMATHEHOCTH.

Ioab3oBatear HUCIIAn —dusnueckoe nuIo, opraHusyromiee ©u (Uin)
OCYIIECTBIISIONEE 00pabOTKy MEPCOHANBHBIX JAaHHBIX, a TAKXKE OINPEACIISIONINE
IIEJIN U Cofiep>KaHue 00pabOTKH NEPCOHATBHBIX JaHHBIX.
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TexHuyeckue cpeacrBa HWHQPOPMALMOHHON CHCTEMbI NEPCOHAIbHBIX
JAHHbIX— CpencTBa BBIYMCIIUTEIBbHON TEXHUKH, uH(}OpMaMOHHO-
BBIYMCIIUTEIbHBIE KOMIUIEKCHI U CETH, CPEACTBA U CUCTEMBI MEPENAUH, IPUEMA U
oopabotku IIJIH (cpemctBa ©  CcHCTEMBl 3BYKO3aIllMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOU3BEEHUS, IEPETOBOPHBIE U TEJIEBU3UOHHBIE YCTPOMCTBA, CPEACTBA
W3TOTOBJICHUS, TUPAXUPOBAHUA INOKYMEHTOB U JPYIME TEXHHYECKUE CpPEACTBA
00paboTKu peueBoil, rpaduuecKoi, BUIe0- U OyKBEHHO-ITU(POBON MH(GOPMALIUH),
IIPOrpaMMHBIE CPEACTBA (ONEPAaMOHHBIE CUCTEMBI, CUCTEMBI YIPABJICHHS Oa3zaMu
JAHHBIX W T.I.), CpPEICTBAa 3allUThl HH(pOpMaUWU, NPUMEHSEMBIE B
UH(GOPMAIIMOHHBIX CUCTEMAX.

IlepexBaT (MHpoOpManuM)— HEPaBOMEPHOE MOJIy4YeHHE HHGPOpPMAIUU C
UCIIOJIb30BAaHUEM TEXHHUYECKOTO CpEICTBa, OCYIIECTBISIONIEIO OOHapyKEHHUE,
npueM 1 00paboTKy HHPOPMATUBHBIX CUTHAJIOB.

IlepconanbHble gaHHble— Ji00as UH(OpManuUs, OTHOCAIIAsACS K
ONpENEICHHOMY WJIH OINpEAeNseMOMY Ha OCHOBAaHMU Takoil HHQOpMaIu
¢uznyeckomy ULy (CyOBEKTy NEpCOHAJIBHBIX JAHHBIX), B TOM YHCIE €ro
(bamunus, UMsi, OTYECTBO, T'OJI, MECALL, J1aTa U MECTO POXKACHHUS, aJI[pec, CEMENHOE,
collMajbHOE, MMYIIECTBEHHOE IOJIOKEHUE, 00pa3oBaHue, npodeccus, IT0XOAbl,
npyras uHpopMalus.

ITo0ouHnEbIE 3JIEKTPOMATHUTHBIE U3JIy4YeHUs! 0| HABOJKH—
AIIEKTPOMATrHUTHBIE H3JIyYEHHUS TEXHHMUYECKHX CPEACTB OOpabOTKM 3alMIlaeMoi
uH(pOpMalMy, BO3HUKAIONIME KaK IOOOYHOE SBJICHUE M  BbI3BaHHbBIC
ANEKTPUYECKUMHU CUTHAJIAMU, IEUCTBYIOIIUMH B UX 3JEKTPUUYECKUX U MAarHUTHBIX
LEISX, & TAKKE JEKTPOMArHUTHBIE HABOJIKM 3TUX CUTHAJIOB Ha TOKOIPOBOJSALINE
JIMHUU, KOHCTPYKIMH U LIETIH MUTAHUS.

IouTHKA «YMCTOrO CTOJIA»— KOMIUIEKC OPTraHU3allMOHHBIX MEPOIIPUSATHUH,
KOHTPOJIUPYIOIIMX OTCYTCTBHE 3allMChIBaHMs Ha OyMaXKHbI€ HOCUTENHU KItouel u
aTpuOyTOB JIOCTYyMA (TapoJieit) U XpaHEeHUsI X BOJIM3U O0OBEKTOB JOCTYIA.

IHoab3oBaresb MHPOPMALMOHHOM CHCTEMbI MEPCOHAIBHBIX JAHHBIX—
JUIO, Yy4YacTByIoIlee B  (PYHKIMOHUPOBAHUM HWH(GOPMALMOHHOM  CHUCTEMBI
NEPCOHAIBHBIX JaHHBIX WU UCIIONb3YIOIIEe PE3YIbTaThl €€ (PYHKIIMOHUPOBAHUS.

IlpaBuia  pasrpaHu4eHMsi  JOCTyNa—  COBOKYIHOCTb  IIpaBHJI,
perJaMeHTHPYIOIIUX MpaBa J0CTyNa CyObEKTOB AOCTYIa K 00bEKTaM JOCTYTIA.

IIporpammHuas 3akJj1agKa— KoJl IpOrpaMMbl, IPeIHAMEPEHHO BHECEHHBIN B
IpOrpamMmy C LEJIbI0 OCYIIECTBUTh YTEUKY, U3BMEHHUTb, OJIOKUPOBATh, YHUUTOKUTh
MH(OPMAIMIO WIH YHUYTOXUTh U MOJIU(DUIMPOBATH MPOrpaMMHOE OOecrieyeHue
MH()OPMAIMOHHOW CHCTEMBI TMEPCOHAIBHBIX JAHHbIX W (WiIHM) OJOKUPOBAThH
anmnapaTHble CpPe/ICTBa.

IIporpammHuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3/elicTBHE—
HECAaHKIIMOHUPOBAHHOE  BO3JIEWCTBHE HA  PECypChl  ABTOMAaTU3MPOBAHHOMN
UH(GOPMAIIMOHHON CHCTEMBI, OCYLIECTBIIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
IpOrpamm.

PackpbiTHEe NEPCOHANBHBIX [JAHHBIX— YMBIIUIEHHOE WM CIIy4ailHOe
HapyIlIeHne KOH(QUICHIIMATbHOCTH EPCOHANBHBIX JaHHBIX.
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PacnpocTpaHeHue nepcoHAJbLHBIX JAHHBIX— JCHCTBUS, HAPABJICHHBIE HA
nepeiayy IMepCOHANbHBIX JAHHBIX OINpEACICHHOMY Kpyry Jwmi (mepenaya
NEPCOHANIBHBIX JAHHBIX) WIM Ha O3HAKOMJICHHE C TEPCOHAIbHBIMU JaHHBIMU
HEOTPAHWYEHHOTO0 Kpyra JHIl, B TOM uYHclie OOHApPOJOBAHUE TEPCOHATbHBIX
JTAHHBIX B CPEJICTBAaX MaccoBOW HMH(OpMalUU, pa3MelleHue B MH(pOpMamOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETAX WJIHM MPEJOCTABICHUE JOCTYIA K MEPCOHAIbHBIM
JTAHHBIM KaKHUM-JINOO UHBIM CIIOCOOOM.

Pecypc  uHpoOpMAUMOHHON  CHCTEeMbl—  WMCHOBAHHBIA  JJIEMEHT
CUCTEMHOT0, MPHUKIAJHOTO WM allapaTHOro oOecrnedyeHus: PyHKIIMOHUPOBAHUS
UHGOPMAITMOHHON CHCTEMBI.

CneunajibHble KATErOPUMHU MNEPCOHAJIBHBIX JAHHBIX— [EPCOHAIIbHbBIC
JTaHHBIE, KACAIOIIMECS PACOBOW, HAIMOHAIIBHON MPUHAJIEKHOCTH, MOJIUTUYECKUX
B3TJISZIOB, PEITUTHO3HBIX WM (PHIOCOPCKUX yOEKIECHUMN, COCTOSHUS 3I0POBBS U
WHTUMHOM >KM3HU CyOBEKTa MePCOHANbHBIX TaHHbIX.

CpencrBa BbIYMCIUTEIBHOM TEXHMKH— COBOKYITHOCTH MPOTPAMMHBIX U
TEXHUYECKUX  DJEMEHTOB  CHCTeM  OOpa0OTKM  JIaHHBIX,  CIOCOOHBIX
(GYHKIMOHUPOBATH CAMOCTOSATEIBHO HIIM B COCTaBE JAPYTHX CUCTEM.

Cyo0bekT aocryna (cy0ObeKT)— U0 WM MOPOLEcC, ACHUCTBHUS KOTOPOTO
periIaMeHTUPYIOTCS MpaBUJIaMU Pa3rPaHUYEHHUS TOCTYIIA.

TexHu4yeckuil KaHaJ YTeYKH HH(OPManMU— COBOKYIHOCTb HOCHUTENS
uHpopmarmu  (cpeactBa 00paOOTKH), (U3UYECKOM Cpefbl PacIpoCTpaHEHUS
MH(MOPMATUBHOIO CHUTHala W CPEACTB, KOTOPHIMHU JIOOBIBACTCS 3alluiiacMas
uH(popmarus.

TpancrpannyHasi nmnepejgadya MEPCOHAJIBHBIX JAHHBIX— T[epeaaya
NEpCOHANBHBIX JaHHbIX Tnosb3oBareneMm HMCIIJ[H depe3 T'ocynmapcTBeHHYIO
rpanuny Poccuniickoit ®denepaunu OpraHy BJIACTM MHOCTPAHHOTO TOCYAAapCTBa,
bU3NYEeCKOMY WIIH IOPUINYECKOMY JIMIY MHOCTPAHHOT'O TOCYIapCTBA.

Yrpo3bl 0e30aCHOCTH MEPCOHATBHBIX JAHHBIX— COBOKYITHOCTh YCJIOBUU
u (aKTOpPOB, CO3MAIOIIMX OMACHOCTh HECAHKIMOHHUPOBAHHOTO, B TOM YHCIIE
CIIy4allHOTO, JIOCTyNHa K MEPCOHAIbHBIM JaHHBIM, PE3yJIbTATOM KOTOPOIO MOYKET
CTaTh YHUUTOXCHHUE, H3MEHEHUE, OJIOKMPOBaHNE, KOMMPOBAHUE, PACTIPOCTPAHEHUE
MEPCOHAIBHBIX JAHHBIX, a TAKKE UHBIX HECAHKIIMOHUPOBAHHBIX JECUCTBUN MPU UX
00paboTke B MHGOPMAIIMOHHON CHCTEME TICPCOHAIBHBIX JAaHHBIX.

YHUUYTOXKEHNE TEePCOHAIBHBIX [aHHBIX— JICHUCTBUS, B pe3yJjbTare
KOTOPBIX HEBO3MOXXHO BOCCTAHOBHUTH COJICp’)KaHHE TMEPCOHAIBHBIX JIaHHBIX B
MH(POPMAITMOHHON CUCTEME MEPCOHAIBHBIX JAHHBIX WU B PE3yJIbTaTe KOTOPBIX
YHUYTOXKAIOTCSI MaTEPUATbHBIE HOCUTEIN MEPCOHAIBHBIX JaHHBIX.

Yreuka (3amuuiaeMoi) MHGOPMALMH MO0 TEXHUYECKHM KaHAJIaAM—
HEKOHTPOJUPYEMOE pacnpocTpaHeHue HHQPOpMAIUU OT HOCUTEJIS 3alllUIaeMOu
uHdpopmaruu  4epe3  (PUIMUECKYI0 Cpeay [0 TEXHHYECKOrO0  CpeJCTBa,
OCYIIECTBIISIONIETO MepeXxBaT HHPOPMAIIHH.

Ya3BUMOCTb— CI1a00OCTh B CPEACTBAX 3alIUTHI, KOTOPYID MOXKHO
WCITIOJIB30BATh JIJI HAPYIIICHUS CUCTEMBI WIH COJIEpIKaIleicsl B Hel nH(opMaIuu.

IegocTtHocTh MHGPOPMALMH— CIIOCOOHOCTH CPEACTBA BBIUYMCIUTEIBHON
TEXHUKU WM aBTOMATH3WPOBAHHOM CHUCTEMBI OOecrneynBaTh HEU3MEHHOCTH
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uHDOpMAITMU B YCJIOBHUSX CIYy4ailHOTO W/WIM TPEIHAMEPEHHOTO WCKaKCHUS
(pazpyienus).
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OBO3HAYEHUSA U COKPALLIEHU A

ABC — aHTUBHUpYCHBIE CpEJICTBA

APM — aBTOMaTH3UpPOBaHHOE PabOYEe MECTO

BTCC — BcriomoraresbHble TEXHIYECKUE CPENCTBA U CHCTEMBI
NCII 1 — nuadopMaiiioHHas CucTeMa MepCoHaTbHBIX JAHHBIX
K3 — xoHTpOonmmpyemas 30Ha

JIBC — nokanbHast BBIMUCIUTEIbHAS CETh

MD — mexkceTeBor IKpaH

HC/I — HeCaHKIMOHMPOBAaHHBIN JIOCTYTI

OC — oniepanioHHas: cucrema

IT/TH — nepcoHanbHbIE TaHHbBIE

IIMB — nporpamMmMHO-MaTeMaTU4ECKOE BO3ACHCTBUE

[1O — nporpamMmmHOE obecrieueHne

[IODMUH — nobouHbIe 3JIEKTPOMArHUTHBIC U3Ty4YEHUS U HABOJIKU
CA3 — cucrema aHanm3a 3alIUIICHHOCTH

C3U — cpencTsa 3ainThl HHPOPMALIMH

C3I1dx— cuctema (rmoacucTema) 3alIUThl IEPCOHATBHBIX JaHHBIX
COB - cucrema o6HapyKeHUSI BTOP>KEHUN

TKYU — texunueckre kaHaibl yTeUKA HHPOPMAIUX

VYBI1/Ia— yrpo3b1 0€30MacHOCTH NEPCOHATBHBIX TAHHBIX
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BBEJAEHUE

Hacrosimas Ilonutuka wHGOpMAMOHHON 0€30MaCHOCTH  MYHMIIMIAIBHOTO
OIOHKETHOrO 00111€00pa30BaTENIbHOTO yupexkaeHus: . Actpaxanu «I umMHazus
Ne3dy»(nanee — 'umuazus) sipnsieTcs opUIMATBLHBIM TIOKYMEHTOM.

[Tonutuka pa3paboTaHa B COOTBETCTBMM C LEIAMH, 3aJadyaMu |
NpUHIIMIAMU o0ecriedeHus: 6e30MacHOCTU MEPCOHANBHBIX JAHHBIX U3JI0KEHHBIX B
Konnernmmu nadopmarnmonnoit 6e3omacaoctu UCITJ] I'mmuazum.

[Tonutrka pa3paboTaHa B COOTBETCTBUM C TpeOoBaHusiMu denepanbHOro
3akoHa ot 27 wutons 2006 1. Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX» U
noctanoByieHus I[IpaBurensctBa Poccuiickoit @enepanun ot 11 HOs10pst 2007 r.
Ne 781 «OO6 yrtBepxknenun Ilomoxkenuss 00 oOecnedyeHun O€30MaCHOCTH
NEPCOHANBHBIX JaHHBIX MpU HUX 00paboTke B HWH(GOPMALMOHHBIX CHCTEMax
MIEPCOHAJIBHBIX IAHHBIX», HA OCHOBAHUU:

o «Pexomenmanmuii 1o oOecnedyeHHI0 OE30MacHOCTH  MEPCOHAIBHBIX
JMaHHBIX Ipu uX oO0paboTke B HH(OPMALMOHHBIX CHUCTEMax
IIEPCOHANIBHBIX JIaHHBIX», YTBEPKICHHBIX 3aMECTHUTENIEM IUPEKTOPA
®CTIK Poccun ot 15.02.2008 1.;

o «TunoBbix TpeOOBaHMI 1O  OpraHU3allMKM U  OOECHEYEHUIO
(GYyHKUIMOHUPOBaHUS MMHU(POBAIBHBIX (KPUNTOIPAPUUECKUX) CPEICTB,
NpeJHAa3HAYCHHBIX JUJIS  3alllUThl  HUH(pOpMAIUU, HE COoAepKalleu
CBEJICHUM, COCTABJLIIOLIMX TOCYIapCTBEHHYIO TaiiHy B Cllydae Wu3
UCIIOJIb30BaHUs AJis o0ecreueHns 0€301acHOCTH MEPCOHATBHBIX TaHHBIX
npu Hux 00paboTKe B HMH(POPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX
JAHHBIX», YTBepkIeHHbIX pykoBojactBoM & Ilentpa ®CBH Poccun
21.02.2008 . Ne 149/6/6-662.

B Tlomutuke ompenenensl TpeboBanus k mnepconany WCIIJIH, cremneHb
OTBETCTBEHHOCTH  IE€pCOHAaja, CTPYKTypa M  HEOOXOAMMBIA  ypOBEHb
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHbIE  OOS3aHHOCTH  COTPYAHHKOB,
OTBETCTBEHHBIX 32 oOecreyeHrne 0e30MacHOCTH MepcoHanbHbIX AaHHbIX B UCII/IH
['mmuaznm.
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1. O0mmue moJs10KeHUA

Lensto Hactrosmed [lonutuku sBisiercss oOecrieueHue O€30MaCHOCTH
OOBEKTOB 3alMThl [ MMHA3UuM OT BCEX BUIOB YIPO3, BHEIIHMX W BHYTPEHHHX,
YMBIIUJIEHHBIX W HENpeJHAMEPEHHBIX, MHUHUMHU3ALMS yiiepda OT BO3MOKHOMU
peanuzaiuu yrpo3 6ezomacHoctu [11u (YBII/IH).

be3onacHOCTh MEPCOHANBHBIX JTAHHBIX JOCTUTAETCS ITYTEM HCKIIIOUEHUS
HECAHKI[IMOHUPOBAHHOI'O0, B TOM YHCJI€ CIYyYalHOTO, JIOCTYINA K IMEPCOHAIbHBIM
JAaHHBIM, PE3YJbTATOM KOTOPOTO MOXKET CTaTh YHUYTOXXEHHUE, HW3MEHECHMUE,
0JIOKMpOBaHUE, KOMUPOBAHUE, PACTIPOCTPAHECHHUE TTEPCOHATBHBIX JAaHHBIX, a TAKKe
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUM.

Nudopmarus u cBsI3aHHBIE C HEW pecypchl AOHKHBI OBITH JTOCTYITHBI IS
ABTOPHU30BAHHBIX IOJb30BaTeiel. JIOMKHO OCYIIECTBISITECS CBOEBPEMEHHOE
oOHapy>keHue u pearupoBanue Ha Y BII/IH.

JIOMKHO ~ OCYIIECTBIISITBCS  NPENOTBPALLCHUE NPEAHAMEPEHHBIX  WIIA
CIIyYailHBIX, YACTUYHBIX WJIM MOJHBIX HECAHKIIMOHUPOBAHHBIX MOAUGUKAIIMI WITH
YHUAUYTOXKECHUS TaHHBIX.

CocraB 00BEKTOB 3allIUTHI MIpecTaBieH B [lepedyHe nepcoHambHbIX JaHHBIX,
MOJIEKAIUX 3ALUTE.

Cocras UCIT/IH, noanexamux 3amure, npeacrasieH B [lepeuens NCII/IH.
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2. O0aacTh aeiicTBud

TpeGoBanus Hactosimiei [lonmuTUkM  pacmpocTpaHsilOTCS Ha  BceX
COTPYIHUKOB MYHUIUTIATBHOTO OIOHKETHOTO 0011e00pa30BaTENHLHOTO
yupexaeHuss r. Acrtpaxanun «I'mumHazum  Ne3»  (IUTATHBIX, BPEMEHHBIX,
paboTarmMX MO KOHTPAKTy U T.I.), @ TaKXKE BCEX MPOUYUX JUI (MOIAPSAYMKH,

ayJIUTOPHI U T.I1.).
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3. Cucrema 3alUThI N€PCOHAJTbHBIX JAHHbIX

Cucrema 3amuthl nepcoHanbHbIX gaHHbiX (C3II[dH), cTtpouTcs Ha
OCHOBAHUU:
e [lepeuHst NEPCOHAIBHBIX JAHHBIX, MOJIEKAIIUX 3AIIUTE;
e Akta knaccupukaru WHOOPMAIIMOHHOW CHCTEMBI TEPCOHATBHBIX
JAHHBIX;

e Mojenu yrpo3 6€30MacHOCTH NEPCOHANTBHBIX JAHHBIX;

o [lonoxeHuss O pa3rpaHUYEHUM TPaB JOCTyMa K oOpabaTbiBaeMbIM
MEPCOHATIBHBIM JaHHBIM;

e Pykoogsuux nokymeHToB @CTIK u ®Ch Poccun.

Ha ocHoBaHuMM 3TUX JOKYMEHTOB ONpEACISIETCS HEOOXOAUMBINA YpPOBEHBb
sammuieHHoctd I1/n kaxmoit MCII[n T'umuasuu. Ha ocHoBaHMM aHaju3a
aKTyalbHbIX yrpo3 Oe3zonacHoctu I1/[H, onucanHoro B Mogenu yrpo3s, aenaercs
3aKJIIOYEHUE O HEOOXOJUMOCTH HCIOJIB30BAHUS TEXHUUYECKUX CPEACTB U
OpraHU3allUOHHBIX MEpPOMpUATUN I obecrneuenust Oe3zonmacHoctu  [1/1H.
Bri6panHbie He0OX0IUMbIE MEPOIIPUATHUS oTpaxatorcs B [lmane meporpustuii mo
obecnieueHuto 3anuthl [1/1H.

Jnsa xaxmorr MCII[AH mobkeH OBITh COCTaBJIGH CHHCOK HCIIOJIB3YEeMbBIX
TEXHUYECKUX CPEACTB 3alllUThl, a TakKe MPOrpaMMHOro obecreueHus,
y4dactBymomiero B oopabotke [1J[H, Ha Bcex anementax UCIIJIH:

e APM noap3oBaTenei;

CepBepa NpHIIOKEHNH;

CYBUI;

I'panuna JIBC;

Kananop mepemaun B ceTd OOIIEro MOJib30BaHUS U (WJIM)
MEXIYHapOJIHOro 0OMeHa, eciiu o HuUM nepegatorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3amuiieHHOCTH MCII[IH m akTyalbHBIX yrpo3s,
C3I1/IH MOKeT BKJIIOUYATh CJIECIYIOIINE TEXHUUYECKHUE CPEJCTBRA:

® AHTHUBHUPYCHBIC CpeICTBAa g pPabO4YMX CTaHIMN TMOJb30BaTeIe u

CEPBEPOB;

® CpEACTBA MEXKCETEBOI0 IKPAHUPOBAHMUS;

® cpencTBa KpunrTorpauyeckoi 3amuThl WHPOpMAIUMU, TPHU Tepenaye

3amuInaeMoi nHGopMaluy Mo KaHajaaM CBSI3H.

Takke B CHHUCOK JODKHBI OBITh  BKJIIOYEHBI (YHKIHUUA  3alTUTHI,
oOecrieynBaeMble INTAaTHBIMU cpeacTBamMu o0pabotku [IJIH omepannoHHBIMU
cucreMmamu (OC), mnpuknagapiM [0 u  cHnenuaabHBIMHM  KOMIUIEKCAMH,
peanu3yronMu cpenctsa 3amuThl. CiucoK (PYHKITUI 3alTUThI MOKET BKIIOUATH:

® yIpaBJICHHE U pa3rpPaHUYECHUE JOCTYIIA MMOJIb30BaTENIEH;

® pErucTpaunuio U yuyert JeMcTBUi ¢ nHpopmaluei;

e o0ecreunBaTh IEJIOCTHOCTh TaHHBIX;

® TIPOU3BOAUTH OOHAPYKEHUN BTOPKECHHIA.
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Comucok MCHoJIb3yEMBIX CPEACTB JOJKEH MOJJICPKUBATHCA B aKTyaJlbHOM
coctossHuM. IIpm u3MEHEHUM COCTaBa TEXHUYECKUX CPEACTB 3alllUThl WIIHU
anemenToB MCIIJIH, COOTBETCTBYIOIIME HM3MEHEHHUS JIOKHBI OBITh BHECCHBI B
COucok M yTBEPXKIECHBI AUPEKTOPOM ['MMHA3UM WM JIUIIOM, OTBETCTBEHHBIM 3a
obecrieuenue 3amuThl I1/]H.
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4. TpedoBanus k nogcucremam C3I11n

C3I1dn BritOYaeT B ce0s CAEAYIOMIUE MOACUCTEMBI:
YIPaBJIEHUS TOCTYIIOM, PETUCTPALIH U YUETA;
oOecrieyeHus EJIOCTHOCTH U IOCTYITHOCTH;
AHTHUBUPYCHOM 3aIlIUTHI;
MEKCETEBOTO SKPAHUPOBAHUS;
aHajau3a 3alUIIEHHOCTH;
oOHapy>KEeHUS BTOPKCHUIA;
KpUNTOTpaduuecKon 3amuThI.
[Moacuctemsr C3II/IH UMEIOT pa3nuyHbIi QYHKIIMOHAT B 3aBUCUMOCTH OT
ypoBHs 3amuineHHoctTd WCIIAH, ompeneneHHoro B AKTe KiaccupuKauu
MH(OPMAIMOHHON CUCTEMBI IEPCOHATBHBIX JaHHBIX.

4.1 lloacucremMbl ynpaBJieHUsi J0CTYIIOM, PErUCTPALMU U YyYeTa

[Toncucrema ynpaBieHus] JOCTYIIOM, PETUCTPALMM M y4Y€Ta NMpEeAHa3HaYeHa
JUISL peau3aivu ClIeayommuX QyHKIUI:

e uacHTHU(UKAIMK U TPOBEpKa MOJJIMHHOCTU CYOBEKTOB JOCTyna IpHu

Bxozae B UCII/IH;
® uAeHTU(UKAIIMY TEPMUHAIIOB, y3JI0B CETH, KaHAJOB CBS3HM, BHEITHUX
YCTPOMCTB MO JIOTUYECKUM UMEHAM;

® yaeHTU(UKAIIMY TPOrPaMM, TOMOB, KaTajaoro, ¢aiiioB, 3anucei, moyen

3aIMcel M0 UMEHaM;
® peructpauuy BxoJa (BbIXOAAa) CYOBEKTOB JOcTyna B cucTeMy (U3
CUCTEMbI), JUOO  PpEerucTpalusi 3arpy3kd ©M  WHHUIHAIU3ALUU
ONEepPaIMOHHON CUCTEMBI U €€ OCTAHOBA.

® pErucTpalud MOMNBITOK AOCTYNAa HPOTrpaMMHBIX CpPEICTB (TIporpamm,
MIPOIICCCOB, 3a/a4, 33JIaHHK ) K 3alUIIaeMbIM (aniaMm;

® pErucTpaluy MOMbITOK JOCTyNa MPOrpaMMHBIX CPEACTB K TEpMHUHAIaM,
KaHajaM CBSI3M, IIporpaMmam, TomaMm, Karajoram, d¢aiiaam, 3amucsm,
ITOJISIM 3aIKCEN.

[ToacucreMa ympaBieHUs JOCTYIIOM MOXKET OBbITh peAIM30BaHA C MOMOIIIBIO
MTAaTHBIX cpeacTB 00paboTku [IJIH (omepallMOHHBIX CHUCTEM, MNPUIIOKEHUN U
CYB/). Tak »e MOXET ObITh BHEAPEHO CHEIHATBHOEC TEXHUYECKOE CPEICTBO WIIH
WX KOMIUJIEKC OCYIIECTBISIONINE TOTIOTHUTEIbHBIE MEPHI MO ayTeHTU(DUKAIUU U
KOHTpOJt0. Hampumep, mNpuMeHEHHWE €IMHBIX XPAaHWIWIL YYETHBIX 3anucei
MOJIb30BaTENEH u pPErUCTPalMOHHOMN uHdopManuu, UCIIOJIb30BaHUE
OMOMETPUYECKUX W TEXHHUYECKUX (C TOMOIIBIO AJIEKTPOHHBIX IMPOMYCKOB) MEp
ayTeHTU(UKAIIMHA U TPYTHX.
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4.2 Mloacucrema odecnevyeHus 1EJOCTHOCTH U IOCTYIHOCTH

[Toncucrema obecrneueHuss UEIOCTHOCTH W JOCTYIMHOCTH MpeaHa3HaYeHa
Uit o0ecredeHusl IeJIOCTHOCTH U jgoctynHoctd [IJ[H, mporpaMMHBIX U
annapatHeix cpeactB MCII[Axn ['mMHa3um, a Takke CpPEACTB 3allUThl, MpHU
CITy4yallHOW WJIM HaMEPEHHOW MOoIu(UKaIINH.

ITogcucrema peanus3yeTcss C TOMOIIBIO  OpPraHU3allid  PE3EPBHOIO
KOTIMPOBaHUs 00pabaThIBAEMBIX NTaHHBIX, a TAKXKE PE3CPBUPOBAHUEM KITFOUCBBIX
anemenToB UCIIJIH.

4.3 IloacucreMa aHTUBUPYCHOM 3aIUTHI

[TogcuctemMa aHTUBHPYCHOM 3alllUThl MpeIHA3HA4YCHa Uil OOecredeHus
aHTUBUPYCHOM 3amuThl cepBepoB U APM mnonw3oBareneir MCII[H ['mMuazum.
CpencrBa aHTUBHPYCHOM 3alllUTHl MPEAHA3HAYEHBI I PEATU3ALUN CIIETYIOLINUX
byHKIUHI:
® PE3UJICHTHBIA AHTUBUPYCHBIM MOHUTOPUHT;
® AHTHUBUPYCHOE CKAHUPOBAHUE;
® CKpUIT-OJIOKUPOBAHUE;
® [[CHTPAIN30BAaHHYIO/yIAJICHHYIO YCTaHOBKY/IEUHCTAILISAIUIO
AHTUBUPYCHOIO MPOAYKTA, HACTPOMKY, aIMUHUCTPUPOBAHUE, IIPOCMOTP
OTYETOB M CTATUCTUYECKON MHPOpMAIUU TI0 paboTe MPOAYKTA;

® ABTOMATHU3UPOBAHHOE OOHOBJICHUE aHTUBUPYCHBIX 0a3;

® OrpaHUYECHUE NPaB MOJIL30BATENSI HA OCTAHOBKY MCIIOJHAEMBIX 3a7a4 U
M3MEHEHUSI HAaCTPOEK aHTUBUPYCHOTO MPOTPaMMHOTO 00€CIICUCHHUS;

® QaBTOMATMYECKUM 3allyCK Cpa3y IIOCJIe€ 3arpy3Kd OIEpPallMOHHOM
CUCTEMBI.

[Toncucrema peannu3yeTcs IMyTeM BHEIPEHUS CIIELUAIBHOIO aHTUBUPYCHOTO
nporpaMMHoOro odecreueHust Ha Bce anemenTsl MCITIH.

4.4 MloacucremMa MesKCeTeBOr0 IKPAHMPOBAHUS

[Toncucrema MeXCETEBOrO IKpaHUPOBAHUS NIPEIHAa3HAYEHA JIsl pealn3aliu
CIEYIOIMMNX (PYHKIHN:

e (uabTpanuu OTKPHITOro W 3amudpoBaHHOTO (3akpbiToro) IP-tpaduka
IO CJIEAYIOIIUM apaMeTpaM;

e (¢ukcaluu BO BHYTPEHHHMX >KypHajaX HMH()OpPMALUU O MPOXOASAIIEM
OTKPBITOM U 3aKkpbIiToM [P-Tpaduke;

® uyAeHTU(UKAIMK W ayTeHTU(UKALMIO aJMUHUCTPATOPA MEKCETEBOTO
9KpaHa IpH €ro JOKAIbHBIX 3allpocax Ha JOCTYIL;

® perucrpanuu Bxoja (BbIX0Jla) aJMUHUCTpPATOpa MEKCETEBOTO dKpaHa B
cucteMy (M3 CUCTEMbl) TUOO 3arpy3Kd M MHUIUAIU3AILMHA CUCTEMBI U €€
IPOrPaMMHOIO OCTaHOBA;
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® KOHTPOJS IIEIOCTHOCTH CBOEH MporpaMMHOM U HHOOPMAIMOHHON
4acTy;

e (uibTpallMM MAKETOB CIYXEOHBIX IIPOTOKOJIOB, CIYyXallUX JJIs
JMArHOCTHKY U YIIpaBJiIeHUs! paObOTON CETEBBIX YCTPOMCTB;

e (uibTpali C y4E€TOM BXOJHOTO M BBIXOJAHOTO CETEBOro HHTEpdeiica
KaK CPENCTBO MPOBEPKU MOIJIMHHOCTH CETEBBIX aJPECOB;

® DPETrUCTPALMU U yYeTa 3alpallliBa€MbIX CEPBHCOB IPUKIIAIHOTO YPOBHS;

e OJOKMpOBaHUS JIOCTyNla HEUAECHTU(UIUPOBAHHOIO OOBEKTAa WIIU
CyObeKTa, MOJIMHHOCTb KOTOPOTO MpU  ayTeHTU(PHKAUUU  HE
IIOATBEPIANIIACH, METOAAMH, YCTOWYHBBIMU K IIEPEXBATY;

® KOHTPOJS 3a CETeBOM AaKTUBHOCTHIO MPUIOKEHUH M OOHApYKEHUs
CETEBBIX aTakK.

Iloncucrema  peanms3yeTcs  BHEAPEHHEM  IPOIPAMMHO-AIIAPaTHBIX

KOMILIEKCOB MEKCETEBOT0 3KpaHupoBaHus Ha rpanuie JIBC, kimaccom He HUXE 4.

4.5 IloacucreMa aHAJIN3A 3AIUINEHHOCTH

[loncucrema aHanu3a 3alllMIIEHHOCTH, JOJDKHA OOECIEUMBATH BBISBIICHUS
ySI3BUMOCTEM, CBsi3aHHbIX ¢ ommOkamu B KoHurypamuu 110 UCIIAH, koTopsie
MOTYT OBITh UCIIOJIb30BAaHbI HAPYIIUTENEM ISl peaju3alii aTakh Ha CUCTEMY.

@OYHKIMOHAJI TOJCUCTEMBI MOYET OBITh pPEaTU30BaH MPOTPAMMHBIMU U
IIPOTPaMMHO-ANNAPATHBIMU CPEJACTBAMH.

4.6 Ioacucrema oOHAPYKeHUs BTOP KEHMIH

[Toncucrema oOHapyKeHUs BTOPKEHHM, JOHKHA 00ECTICUMBATh BBISIBICHHE
cereBplx arak Ha oanemeHTel WCIIJIH moakimtodeHHBIE K CETIM  OOIIEero
MOJIb30BAHMS U (MJTH) MEXTYHAPOAHOTO OOMEHA.

DYHKIIMOHAJ TOJCUCTEMBI MOXET OBITh pPEaTU30BaH MPOTPAMMHBIMU U
MPOrpaMMHO-aNNapaTHIMU CPEACTBAMH.

4.7 lloncucreMa KpUNTOrpauuecKoi 3alnThI

[Toncucrema kpuntTorpaguueckor 3alUThl TpeIHa3HaYEHa ISl HCKITIOUECHHS
HCA x 3ammmaemoit nundopmaruun B UCIIAH ['imHa3uu, npu ee nepenadyu 1o
KaHaJlaM CBSI3U CETeU 00IIero noyib30BaHusl U (MJIM) MEXKTYHApOIHOTO OOMEHa.

[loncucrema peanusyercs BHEAPEHHS KpUNTOrpapuuecKux MpOrpaMMHO-
anmnapaTHbIX KOMILIEKCOB.
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5. Ioaw3oBaTean UCIIIn

B Konuenmuu wunopManroHHoi 0€30MacHOCTH ONPEACICHbl OCHOBHBIC
KaTeropuu TMojib3oBaTeiaeld. Ha ocHOBaHMM S3THX KaTeropw J0JDKHA OBITh
npousBeneHa Tunu3anus noab3oBatened MCIIIH, onpeneneH uX ypOBEHb
JIOCTYIIa U BO3MO>KHOCTH.

B MUCIIJlH T'mMHa3um MOXHO  BBIACIUTH  CIEAYIONIME  TPYIIIbI
M0JI30BATENEH, yUaCTBYIOIIMX B 00paboTke U XpaHeHuu [1/1x:

e Anmunuctpartopa UCII/IH;

e Ilonw3oBartens UCII/H;

JlaHHple O Tpynmax IOJb30BaTENsAX, YPOBHE HMX JOCTyla W
HH(QOPMHUPOBAHHOCTH JOJDKEH OBITh OTpakeH B PaspemuTenbHONW cucTeMe
JIOCTyNa COTPYJHHUKOB K pecypcaM HH(POPMAIIMOHHBIX CHCTEM IEePCOHAIbHBIX
JIaHHBIX, IPUHAJJICKAINUX [ MMHA3UH.

5.1 Aamunncrparop UCII/In

Anvmunuctpatop HCII[IH— corpyaHuk ['mMmHa3uM, OTBETCTBEHHBIA 34
HacTpoiiky, BHenpenue u  comnpoBoxiaenne  MCII[Iln.  OOecneunBaer
(yHKUHOHUpOBaHWE  mojacucTeMbl  yopasineHuss  goctynom WCIIJlH u
YIOJHOMOYEH OCYIIECTBIISITh MPENOCTABICHUE W PA3rpaHUYEHUE JIOCTYyIA
[Tonw3oBarens UCIIIHk a5eMeHTaM, XpaHsIUM NEPCOHAIBHBIEC TaHHbBIE.

Anmunuctpatop WCIIJIH ob6nagaer cieayroluM ypoBHEM JocTyna u
3HAHUM:

e oOnamaer mnoiaHOW wuHPOpMaUedl O CHUCTEMHOM U TPUKIAJAHOM

nporpamMmmHom obecnieuenuu UCIIx;

e o0Onamaer moOAHOM wuHGOpPMAIME O TEXHUYECKUX CpeACTBaX U

koHpurypaunu UCII/H;

® uMeeT JOCTyl KO BCEeM TEXHUYECKUM CpeACTBaM 0o0paboTKH

nHpopmanuu u gaaasiM UCTTH;

e oOmamaeT TpaBaMHU KOHPUTYPUPOBAHUS UM  AJAMUHUCTPATUBHOU

HacTpoiiku Texanueckux cpeacts UCII/Ix.

5.2 Hoan3oBareabr UCIIIn

[TonpzoBatens HUCIIJH - corpyaHuk ['MMHa3uM, OCYIIECTBIISIIOIINAN
obpabotky IIJIln. OO6pabotka I[I/IH BkiIOYaeT: BO3MOXKHOCTH mpocmoTpa I1/1H,
pyunoit BBon I1/In B cucremy UCII/IH, dpopMupoBaHre CpaBOK M OTYETOB IIO
undopmaruu, nonyuennon wu3z HWCIIJ. IlomszoBarens WCII[IlH He wumeer
TIOJITHOMOYHMHM JIJIs1 yIIpaBJieHus mojacuctemMamu oopabotku nanubix u C3I1/]H.

[Tonb3zoBarens MCII/IH obnagaer ciaeyronM ypoBHEM JAOCTYTA U 3HAHUM:

e o0OmamaeT BceMH HEOOXOIMMBIMU aTpuOyTaMu (Hampumep, Hapojem),

00€eCeynBaOIIMMU JIOCTYI K HEKOTOpOMY noAMHokecTBY [1/1H;
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e pacrnosaraeT KOHQUIACHIMATHHBIMA JTaHHBIMH, K KOTOPBIM HMEET
JOCTYII.
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6. TpeOoBaHusl K mepcoHay no odecnedenuto 3amutbl [1/In

Bce corpyanuku ['mmHaszum, sistommecs mnoJsb3oBatensimu  WCII/IH,
JOJDKHBI YETKO 3HAaThb M CTPOrO BBINOJHATH YCTAHOBJIICHHBIE TIpaBUjia U
00s13aHHOCTH TIO JOCTYMY K 3allHMIIaeMbIM O0OBEKTaM M COOJIOJICHUIO MPUHSITOTO
pexuma 6e3onacHoctu I1/1H.

[Ipy BcTymieHMHM B JOJKHOCTH HOBOTO COTpyAHHMKAa OTBETCTBEHHBIM 3a
00pabOTKy OpraHM30BBIBAET €TI0 O3HAKOMIICHHWE C BHYTPEHHUMH JOKYMEHTaMH I10
00pabOTKe MEPCOHANBHBIX JTaHHBIX, KACAEMO €ro JODKHOCTH, a Takxke oOydeHue
HABBIKAM BBITIOJTHEHUS TPOIEAYP, HEOOXOAUMBIX [JIi CAHKIMOHUPOBAHHOTO
ucnonpb3oBanus MCITH.

CoTpyIHUK JOJDKEH OBITh O3HAKOMJIEH CO CBEJICHHUSIMU HACTOSIIEH
[TonuTuku, npuHATHIX poueayp padoTs ¢ anementamu UCIIAun u C3I11H.

Corpynaukn  ['MMHa3uM,  HCIOJB3YIOUIME  TEXHUYECKHE  CPEACTBA
ayTeHTU(PUKalUKU, JOJKHBI O00ecleunBaTh COXPAHHOCTh HUIACHTU(HUKATOPOB
(aneKkTpoHHBIX Kitouei) u He gomyckath HCJl k HUM, a Take BO3MOXKHOCTh HUX
yTEPU WM  HCHOJb30BAaHHMS TPETbUMHM JunaMu. llonmb3oBarenu  HeCyT
MEPCOHANIbHYIO0 OTBETCTBEHHOCTH 32 COXPAHHOCTh UICHTHU(PUKATOPOB.

Cotpynnuku ['MMHa3uM JOJKHBI CIEJ0BAaTh YCTAaHOBICHHBIM IPOLIEAYypaM
nojazepkanusi pexuma OezomacHoctd [IJI[H mpu BbIOOpe W HUCIONIB30BAHUU
napoJiei (eciid He UCIOJIb3YIOTCSl TEXHUUECKUE CPEICTBA ayTEHTU(UKALIIH ).

Cotpynauku ['mMMHa3uum OOMKHBI OOECIEUMBATH HAJJICKAIIYIO 3alIUTy
000py1I0BaHUSI, OCTaBIsIEMOT0 0€3 MPUCMOTPa, OCOOCHHO B T€X CIydasX, KOT/a B
MOMEIICHHE UMEIOT JOCTYI MOCTOPOHHKE TUla. Bece monap30Barenu J0JKHbI 3HATh
TpeboBanuss 1o Oe3zonacHocTr II/IH m mpoueaypsl 3amuThl 000PYIOBaHUS,
OCTaBJIEHHOT'O 0€3 MPUCMOTPa, a TAKKE CBOU 00S3aHHOCTHU MO 0OECIIEUYEHUIO TaKOU
3aIIUTHI.

CoTpynHUKaM 3alpeniaeTcs yCTaHaBIMBaTh IOCTOPOHHEE IPOrPAMMHOE
oOecrieueHue, TMOAKIIOYATh JUYHbIE MOOWIIBHBIE YCTPOWCTBA W HOCHUTEIH
uH(pOpMaIUH, a TAKKE 3aMMCHIBATh HA HUX 3allMIIaeMy0 HHPOPMAIIUIO.

CoTpynnukaMm 3ampeimiaercs pasriamarh 3aluiaeMylo  uHdopmalmio,
KOTOpasi CTaja WM H3BECTHa TpH paboTe ¢ WHEOOPMAIMOHHBIMUA CHCTEMaMU
['uMHa3uu, TPETHUM JIULIAM.

ITpu padote c [1{n B UCITJH coTpyanuku I'mMHa3uu o0s3aHbl 00ECIEUHTh
OTCYTCTBHE BO3MOXKHOCTHU npocMotpa [IJ[H TpeTbumu nuiiamm ¢ MOHUTOpOB APM
WJIN TEPMUHAJIOB.

[Tpu 3aBepmienun padotel ¢ UCIIIH coTpyauuku oOs3anbl 3amututh APM
WJIM TEPMHUHAJIBI C TOMOILBIO OJIOKMPOBKH KIFOUOM MJIM SKBUBAJIEHTHOTO CPEJCTBA
KOHTpOJIsl, HalpuMep, AOCTYINOM IO [MapoJilo, €Clid HE HCIOJb3YITCS OoJee
CUJIbHBIE CPEACTBA 3aIlUTHI.

Cotpynuuku ['mMHa3uuM JODKHBI OBITH MPOWMH(DOPMUPOBAHBI 00 yrpo3ax
HapylieHus pexuma 0ezornacHoctu [1/[H U OTBETCTBEHHOCTH 3a €0 HapyIICHHUE.
OHu AOMKHBI OBITH O3HAKOMJICHBI C YTBEPKIEHHON (OpMaIbHON MPOIEaypOit
HaJI0)KEHUsI JUCUUILUIMHAPHBIX B3bICKAHUN HA COTPYJHUKOB, KOTOpBHIE HAPYIIWIU

MIPUHSATHIC IOTUTUKY U MPOIeAyphl Oe3onacHocTu [1]1H.
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CoTtpynuuku 00s3aHbI 0€3 MPOMEICHHS CO00IaTh 000 BCEX HAOIIOaeMbIX
WU TOA03pUTeNbHbIX ciydasx pabotel MCIIJIH, morymux moBiedb 3a coOou
yrpo3bl Oe3omacHoctd IIJIH, a Takke O BBISIBIEHHBIX HMH COOBITHSIX,
3arparuBaromux 6e3omnacHocts [1/IH, pykKOBOJCTBY moapa3aeieHus.
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7. lonzxHOCTHBIE 00s13aHHOCTH NoJsb3oBaTeseii UCIIIn

JloiokHOCTHBIE  0Osi3aHHOCTH — moJib3oBareneid  WCII[In  omucanel B

CIEAYIOIINX TOKYMEHTAX:
Nuctpykuus agmuanctparopa UCIH;
Huctpykuus nosbzosatens MCI/H;
Huctpyknus O nopsike pe3epBUPOBAHUS U BOCCTAHOBJICHUS;
Nuctpykuums [1o aHTUBUPYCHOM 3aIlUTE;
Nuctpykuwms [Tons3oBarens CK3U,
Huctpyxkuus [o pabote ¢ nokymentamu c [1/1H;
Nuctpykuus [1o yueTy MalllMHHBIX HOCUTENEH;
PernamenT pearupoBanust Ha 3anpoc cyobekra [1/H;
Nuctpykuuss  Ilonb3oBarenss mnpu  BO3ZHUKHOBEHMM  BHEIUTATHBIX
CUTYyalUH;
Nuctpykuus [1o oprannsanyy nmapoiabHOMN 3aIlUTHI;

o Uucrpyknus Ilo opranuzanuy 3ammTbl MHPOPMALUA O COOBITHUSIX

oe3omacuoctu B UCII/IH,

e Uucrpyknus [lo ycranoBke u mogudukaimu 110;

Huctpyknus [1o obecneuenuto 3amutel nHGopmanmu rnpu Beisoae MCIIIx u3
DKCIUTYaTaluH.
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8. OTBEeTCTBEHHOCTH COTPY/IHUKOB

B cootBeTcTBUU co cT. 24 @enepanbHOro 3akoHa Poccuiickoit deneparuu
ot 27 ntona 2006 r. Ne 152-®3 «O nepcoHaIbHBIX JTaHHBIX» JIMIIA, BUHOBHBIC B
HapylIeHUu TpeOoBaHMKM JaHHOTO dDenepansbHOTO 3aKOHA, HECYT TPaKJaHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCHUIUIMHAPHYIO U MHYIO MPETYCMOTPEHHYIO
3aKOHOJATENLCTBOM Poccurickon denepanu OTBETCTBEHHOCTb.

JleiicTBytoniee 3aKOHOAATENbCTBO PP MO3BOJIAET MPEabABIATh TPEOOBAHUS
no oOecnedeHuto Oe3omacHOM paboOThl ¢ 3ammiaeMoil uHpopManuel u
MPEyCMATPUBAET OTBETCTBEHHOCTh 3a HAPYIIEHWE YCTAHOBJICHHBIX IPABUII
sKkcruTyaTaiu OBM u cucreM, HempaBOMEpHBIN JOCTYN K WH(OPMALIUHU, €CIIH 3TU
JIEUCTBUS MPUBEI K YHUYTOKECHUIO, OJIOKUPOBAHUIO, MOAM(PUKAIINHA HHPOPMAITAN
WM HapyleHuto padotel DBM wnnu cereil (ctatbu 272,273 u 274 YK PO).

Anmunuctpatop MCIIJIH HeceT OTBETCTBEHHOCTh 3a BCE JICHCTBUSA,
COBEPIICHHBIE OT UMECHU MX YUYETHBIX 3alIMCEN WM CUCTEMHBIX YUETHBIX 3aIlUCEH,
€CJIM He JoKa3aH (aKT HECAaHKIIMOHUPOBAHHOTO MCTIOJIb30BAHUS YUETHBIX 3aIHCEHl.

[Ipu Hapymienusix corpyaHukamu ['mmHazum — nosab3oBarensimu MCIIIn
MpaBWI, CBS3aHHBIX ¢ Oe3omacHOCThiO IIJIH, OHM HecyT OTBETCTBEHHOCTb,
YCTaHOBJIEHHYIO JICMCTBYIOIIMM 3aKOHOAATEIbCTBOM Poccuiickon denepamuu.

[IpuBeneHHBIC BBINIE TPeOOBAHMS HOPMATHBHBIX JIOKYMEHTOB IO 3allUTe
uHpopMalu JTOJDKHBL OBITH OTpakeHbl B [loNOXKEeHMSIX O MOApa3aeIeHUsIX
['umuazuu, ocymectistomux oopadborky II/ln B MCII[IH U IOTKHOCTHBIX
UHCTPYKIUSIX COTPYAHUKOB [ UMHa3UH.

Heob6xonumo BHectu B Ilonokenuss o mnoapazaeneHusix [ 'umHazuw,
ocymectBisitomux 00padotky I1JIn 8 UCII/IH cBeneHust 00 OTBETCTBEHHOCTU UX
PYKOBOAMTENEH W COTPYAHUKOB 3a pasrjalllcHUE W HECAHKIMOHUPOBAHHYIO
Moaudukaiuio (uckaxenue, ¢painscudukamnuto) [1/1H, a Takke 3a HEMpaBOMEpHOE
BMEIIATEIHCTBO B MPOIECCH MX aBTOMATU3UPOBAaHHON 00pabOTKH.
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9. CniucoK HCNMOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-TIPABOBBIMU U METOJIMYECKUMH JOKyMEHTaMu, Ha
KOTOpbIX Oazupyetcst HacTosiee [lonoxenue sBIsIOTCS:

1. ®enepanbusbiii 3akoH oT 27.07.2006 1. Ne 152-03 «O mepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoHANbHBIX JIAHHBIX»), YCTaHABIMBAIOIIUNA
OCHOBHBIC TMPHUHIMUIILI W YyciaoBus o00pabotku IIJIH, mpaBa, oOs3aHHOCTH H
OTBETCTBEHHOCTh YYACTHUKOB OTHOIIICHUM, CBSA3aHHBIX ¢ 00padoTkoi I1/H.

2. «TpeOoBaHMs K 3alIMTE MEPCOHANBHBIX JAHHBIX MPH HX 00pabOTKE B
WHOOPMAITMOHHBIX ~ CHCTeMaxX  IEPCOHANBHBIX  JAaHHBIX»,  YTBEPKICHHOE
[ToctanoBnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

3. «llonoxenne 006 OCOOCHHOCTSX OOPAaOOTKM MEPCOHANBHBIX JIaHHBIX,
OCYyILECTBIsIEMOM 0€3 HCIONb30BaHMs CPEJICTB aBTOMATHU3AIMN», YTBEPKICHHOE
[Tocranosnennem IIpaBurensctBa PO ot 15.09.2008 r. Ne 687.

4. «TpeGoBaHuMs K  MaTepUATbHBIM  HOCHUTENAIM  OHOMETPUYECKHUX
NEPCOHANIBHBIX JAHHBIX M TEXHOJOTUAM XPAaHEHUS TaKUX JaHHBIX BHE
WHOOPMAITMOHHBIX ~ CHUCTEM  TEPCOHAJBHBIX  JaHHBIX»,  YTBEP)KICHHbBIC
[Toctanosnennem IIpaBurenscta PO ot 06.07.2008 r. Ne 512.

HopmatuBHo-metomuueckue nokymMeHThl  DenepanbHoil  ciy>kObl 110
TEXHUYECKOMY M JKCIIEpTHOMY KOHTpoito Poccuiickoit ®enepanvu (manee -
OCTOK Poccun) no obecnedyenuto Oe3zomnacHoctv I[1/[H nmpu ux oOpaboTke B
NCIIdn:

5. PexoMenmanuu no obecre4eHut0 OE30MaACHOCTH MEPCOHATBHBIX JTAHHBIX
npy ux o0pabOTKe B MHPOPMALMOHHBIX CUCTEMaxX MEPCOHANbHBIX JTaHHBIX, YTB.
3am. gupekropa @PCTIK Poccun 15.02.08 . (ICII)

6. OcCHOBHBIC MEpPONPHUATHUS IO OPTaHW3alMd W  TEXHUYECKOMY
oOecrieueHnt0 0€30MaCHOCTU TEPCOHANBHBIX JIAaHHBIX, O00pa0aThIBaEMbIX B
WH(OPMAITMOHHBIX CHCTEMaX TNEPCOHANBHBIX JaHHBIX, YTB. 3aM. JIUPEKTOpa
OCTIK Poccun 15.02.08 r. (JICIT)

/. bazoBasi Mojienb yrpo3 0€30MacCHOCTH MEPCOHANBHBIX JTAHHBIX MPU UX
o0paboTke B HMH(OPMAIMOHHBIX CHUCTEMaX IEPCOHAIBHBIX JaHHBIX, YTB. 3aMm.
nupektopa @CTIK Poccun 15.02.08 r. (JACIT)

8. Meronuka  ompeneneHuss — aKTyaldbHBIX  yrpo3  O€30MacHOCTH
NEPCOHANBHBIX JaHHBIX MpU HX 00paboTke B HUH(GOPMAIIMOHHBIX CHUCTEMax
MepPCOHAIBHBIX TaHHBIX, YTB. 3aM. nupektopa ®CTIK Poccun 15.02.08 r. (JACII)
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